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Abstract

Bank fraud has evolved significantly, with criminals developing new and sophisticated methods to exploit
vulnerabilities in the financial system. This paper explores the emerging trends in banking fraud, focusing
on the new modus operandi fraudsters are adopting. By analyzing recent cases and reviewing the latest
research, the study identifies critical patterns in fraudulent activities, including using advanced technologies
such as social engineering, phishing, identity theft, and cyberattacks. The paper also examines how these
evolving strategies challenge traditional fraud detection mechanisms and emphasizes the need for financial
institutions to adopt innovative, technology-driven solutions. The study aims to provide a comprehensive
overview of the current landscape of bank fraud, offering insights into the tactics used by fraudsters and
highlighting the importance of proactive measures in safeguarding financial systems. Data from both primary
and secondary sources has been collected from the Department of Supervision at the Reserve Bank of India
in Ahmedabad. The analysis and discussion emphasize new types of modus operandi for bank frauds to
prevent such incidents in the future. The evolving nature of bank fraud necessitates continuous innovation
in detection and prevention strategies to effectively protect financial systems and customers.
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1. INTRODUCTION

Fraud involves deliberately deceiving someone to gain an unfair or illegal advantage, often for financial
benefit. This can include providing false information, hiding essential details, or manipulating facts to
mislead others. Fraud can occur in many areas, such as business transactions, financial dealings, or
personal interactions (Wibisono, 2023). The core aspect of fraud is the intention to deceive, which
typically causes the victim to suffer loss or harm.

Bank fraud refers to the intentional deception of a bank or its customers to acquire money, assets, or
property illegally. This can involve using forged documents, making unauthorized transactions, or
impersonating account holders. The primary goal of bank fraud is to exploit the banking system for
personal gain, often leading to significant financial losses for the bank or its clients (Permana &
Jamaludin, 2023). The effects of bank fraud can be severe, including financial damage, legal
consequences, and harm to the bank's reputation (Hsin et al., 2022).

The history of bank fraud spans centuries, evolving as banking systems developed. In the early days,
fraud typically involved forging documents or counterfeiting currency. As banking institutions expanded
and technology advanced, fraudsters became more sophisticated, devising new schemes like insider
embezzlement, check kiting, and loan fraud in the 19th and 20th centuries. With the advent of the
digital age, bank fraud further evolved to include tactics like phishing, identity theft, and cyberattacks
targeting online banking platforms (Malik et al., 2022). Throughout history, banks have continually
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upgraded their security measures to fight fraud, but as financial systems grow more complex, the
challenge of preventing bank fraud persists (Putra & Dintara Lubis, 2024). Data from the Reserve Bank
of India (RBI), revealed through an RTT request by Moneycontrol, shows that Indian banks reported
frauds totalling Rs 5.3 lakh crore from 2013-14 to 2022-23. Maharashtra had the highest number of
frauds, followed by Delhi, Haryana, Tamil Nadu, and Uttar Pradesh. Karnataka, Gujarat, Telangana,
‘West Bengal, and Rajasthan reported 8,000 and 12,000 fraud cases. Recent reports show that most
bank frauds involve advances or transactions through cards and digital banking. In FY23, of 13,530
fraud cases, 6,659 were through cards and Internet banking, and 4,109 were related to advances. In
FY22, there were 9,097 fraud cases, with 3,596 through cards and internet and 3,833 related to
advances. FY21 had 7,338 cases, with 2,545 involving cards and internet and 3,476 related to advances.

Figl: Value of bank frauds across India between the financial year 2009 to 2024
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Source: Statista, 2024

The figure 1 shows the total value of bank fraud across India from 2009 to 2024. In the financial year
2020, bank fraud was the highest, at 1850. There has been a trend of increase in the value of bank fraud
over the years, indicating the increase in bank fraud and the new types of modus operandi.

Table:1 The Pervasiveness of Bank Frauds in India

The pervasiveness of bank fruads in India
Government owned banks account for most of the frauds -- in amounts and in instances

Public Sector banks All India totals I
Year Amounts involved No of frauds Amounts involved No of frauds I
Rs. Crore | % of total Nos % of total |Rs. Crore % of Nos |% of totall
2013-14 7,543 74.16 2,591 60.17 10,171 100 4,306 100
2014-15 16,803 86.37 3,113 67.10 19,455 100 4,639 100
2015-16 16,910 90.43 2,789 59.43 18,699 100 4,693 100
2016-17 19,530 81.61 2,709 53.46 23,930 100 5,067 100
2017-18 29,247 91.26 2,883 49.04 32,049 100 5,879 100
2018-19 63,283 88.45 3,568 52.48 71,543 100 6,799 100
2019-20 | 1,48,400 79.94 4,413 50.68 1,85,644 100 8,707 100
April-June
2019 31,894 75.53 15133 55.98 42,228 100 2,024 100
Apd-june 19,958 69.20 745 47.82 28,843 100 1,558 100
2020
Notes :
(i)Public sector banks collectively account for most of the frauds recorded both in terms of number of
rauds and the amounts involved. Private banks come next
(ii) Amounts presented in the Lok Sabha were in lakh rupees; we have converted them into crore to
normalise the data in the table above.
Sources : RBI; Lok Sabha Unstarred Question No. 2957, replied on 3 August, 2018 -- for the years 2013-14
to 2017-18. Figures thereafter are from the RBI annual report 2019-20
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Source: RBI; Lok Sabha Unstarred Question No. 2957, replied on 3 August 2018 — for the years 2013-
14 to 2017-18.

The figure shows the amount involved in the amount of bank frauds in the Public Sector Banks and the
number of frauds involved from the financial year 2013-14 to 2019-20. There is a clear depiction that
the contribution of bank frauds in the public sector bank is a significant problem, and it accounts for the
majority of the bank frauds taking place in India. Bank fraud has increased over the years, and
government-owned banks account for most frauds in amounts and instances. This shows us the
importance of awareness of the new kinds of modus operandi that are taking place to prevent bank fraud
in the future.

Table: 2 Amount of Fraud reported in Public and Private Sector Banks

Amount Public Sector | Private Banks
(In%® Cr) Banks

FY 2020 1,85,468 1,48,224 34,211

FY 2021 1,32,389 77,879 45,515

FY 2022 45,358 32,288 10,653

FY 2023 26,127 18,750 6,159

FY 2024 13,930 10,507 3,170

(Source: RBI Annual Report 2024)

Table: 3 Fraud Cases reported in Public and Private Sector Banks

Number of | Public Sector | Private Banks
Frauds Banks
FY 2020 8,703 4,410 3,065
FY 2021 7,338 2,888 3,705
FY 2022 9,046 3,044 5,312
FY 2023 13,564 3,392 8,979
FY 2024 36,075 7,472 24,210

(Source: RBI Annual Report 2024)

The figures in Table 3 show the number of bank frauds from the financial year 2020-21 to the financial
year 2023-24. The amount of bank frauds (refer to Table 2) and the number of frauds are shown for the
PSU and Pvt banks. The fraud occurred mainly in public sector banks, indicating the adoption of new
innovative techniques to combat it. It is also depicted that the amount of fraud is reducing over the years,
but the number of frauds has increased.

The implications are there for the general economy. Bank fraud significantly affects the general economy,
financial institutions, and individuals with plenty of money in their bank accounts. The fraud victims
may endure significant financial losses, psychological injuries, and a lengthy legal process. In addition to
reimbursement costs to affected customers, financial institutions have the direct expense of fraud
prevention and investigation. Secondly, fraud on an ongoing basis can cripple the brand of a business
and consume years to establish client trust. Widespread bank fraud might pose a more severe threat to
the financial system's stability as this would raise costs, attract greater regulatory scrutiny and erode
public confidence in banks. The accumulation of these impacts may have unintended consequences that
raise everyone's financial service expenses and hinder economic progress.

2. LITERATURE REVIEW

A robust banking system is key to a country's economic growth. The banking industry has evolved with
changes in trade, commerce, and global influences, leading to opportunities for expansion beyond
borders. Key transformations include the rise of private banks, the adoption of technologies like NEFT
and smart cards, and updated capital standards, all of which have boosted the sector's efficiency and
productivity (Saluja & Nair, 2024). This paper uses a novel NLP approach to rank Early Warning
Signals (EWS) for credit fraud. It identifies key signals like Diversion of Funds, Inter-Group
Transactions, and Issues in Collateral Security as strong indicators of high-value fraud. It is the first
Indian study to develop an EWS ranking using NLP, utilising a unique methodology to analyse data
that has not been explored before (Roy Trivedi et al., 2024). This paper assesses "Consumer
Preparedness" for digital payment fraud by evaluating awareness, protective measures, and

45 | Page https://njfafi.nfsu.ac.in/



XM NFSU JOURNAL OF NJFAFI

Efg g FORENSIC ACCOUNTING & Volume: 1, Issue: 1
%y s FRAUD INVESTIGATION June 2025
E-ISSN: In Progress

responsiveness. The study finds low awareness, moderate protection, and high responsiveness, leading
to moderate overall preparedness. It also notes a moderate link between demographic factors and
preparedness levels (Lonkar et al., 2024).

The banking sector is crucial for development, but Indian banks have lost 5.74 lakh crores to corporate
frauds in the past decade. Our study of fraud cases from 2013 to 2023 found that political and
management pressures often lead to guideline deviations, with some instances of staff corruption
(Naveen & Sekhar, 2024). Stockbroker frauds in India cause substantial financial losses for investors.
This study explores the fraudulent practices of stockbrokers and the regulatory measures introduced to
combat them (Srivastava, 2020). It suggests that tightening regulations and using technology can
improve fraud detection and prevention, while media and investor awareness help. Despite efforts to
strengthen and align the system with international standards, regulatory gaps and enforcement issues
persist (Kandukuri, 2023). This study explores how investors react to news of fraud, financial actions,
and regulatory measures in privately and government-owned banks. By analysing abnormal stock returns
for 36 NSE-listed banks and using data from Reuters over 110 months, it examines the impact of bank
characteristics on these returns and the differences in investor responses between government and
privately owned banks (Anantha Krishnan & Sengupta, 2024). Fraud in the FinTech industry has
surged, especially during COVID-19, with "Identity Theft" identified as the most common type. This
paper, divided into two phases, first traces the evolution of FinTech and then focuses on "Identity
Theft," offering preventive solutions. Aimed at guiding future research and improving industry
standards, the study highlights the ongoing threat of identity theft and urges FinTech companies to adopt
stronger fraud prevention measures (Saluja, 2022).

Banking fraud in India is a significant issue that intersects with social and legal factors. This research
explores how these elements influence financial institutions and examine the evolving nature of fraud,
its impact, and the effectiveness of regulations. The study highlights the need for a coordinated approach
involving social awareness, legal action, and technological advancements to combat these challenges
effectively (Patel, 2024). From 1990 to 2010, corporate fraud in India, particularly in banking, surged,
raising concerns about corporate governance.

Despite of growth through liberalization, banks still face ethical and governance challenges under RBI
regulation (Ghosh & De, 2020). This research examines the causes and impacts of rising fraud and
evaluates corporate governance dal., 2023). In 2018, Belgian businessman Nirav Modi was charged with
fraud and money laundering related to the $2 billion Punjab National Bank scandal. After filing for U.S.
bankruptcy, he sought asylum in the U.K., where $6.6 million of his assets were later frozen. The Indian
government and RBI strengthened corporate governance to prevent future fraud (Khalique &
Srivastava, 2024). Research studies are very few available in such new kinds of modus operandi. This
article discusses the importance of machine learning techniques like classification and regression in
detecting bank fraud. It explains how these methods can identify fraudulent transactions by analysing
transaction amounts and user behaviour, with real-world examples illustrating their effectiveness in
reducing financial losses.

Banks and financial institutions prioritise rapid fraud detection to reduce costs and maintain trust,
especially with the growth of electronic banking. This paper introduces a genetic algorithm method to
improve fraud detection and intrusion systems. Compared with decision and regression tree methods,
the results demonstrate the method's effectiveness (Fatlawi et al., 2024). White-collar crimes involve
illegal activities by professionals in positions of trust, with banking fraud being a major example. This
research examines different types of bank fraud, explores why banks often fail to prevent them, and
highlights the importance of corporate governance. It also outlines best practices and emerging trends
crucial for preventing and detecting fraud in the banking sector (Sinha, 2023). Effective corporate
governance is essential for financial stability, stakeholder confidence, and bank fraud risk reduction.
This paper reviews 20 studies from 2017 to 2024, highlighting that weak governance and poor control
systems contribute significantly to fraud. Strong governance, supported by the board and audit
committee, can reduce fraud risk and enhance transparency, accountability, and decision-making. It also
leverages resources to improve compliance and brand value while mitigating financial, reputational, and
operational risks (Kulmie & Ibrahim, 2024).

Research Questions

1. ‘What are the new kinds of frauds in the banking sector, and what is the modus operandi
associated with them?
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Research Objectives
o To study the new modus operandi on bank frauds, gain insight, and suggest regulatory policy

change.

3. METHODOLOGY

Both primary and secondary data have been collected. Primary data related to case studies has been
collected from the Department of Supervision, Reserve Bank of India, Ahmedabad. Secondary data has
been collected from published data from the RBI, Statista and national newspaper articles. Bank frauds,
the latest modus operandi, base year 2024, RBI, grade B officer, we have collected the latest modus
operandi, we have got the latest information and insights on such modus operandi, we have included the
new kinds of modus operandi, three modus operandi have now been discussed. This article includes
bank fraud data from 2009 to 2024 collected from Statista. The published data on bank fraud is also
included, and the source is from the Lok Sabha discussion.

4. DISCUSSION

Analysis revealed an alarming increase in bank fraud data, with 36,075 cases reported in 24, almost
300% higher than the 9,046 incidents in 2022. Despite the spike in the number of frauds, the total funds
involved have significantly decreased from Rs 453.58 billion to Rs 139.30 billion,” according to the
central bank’s annual report for 2024, which was recently published. In the fiscal year 2024, the total
number of frauds recorded was significantly lower than those in 2023, dipping by 46.7%. The RBI
warned in 2022 that the percentage of fraud cases in the public sector had been high in the last three
years.

Fraudsters have designed an innovative method of modus operandi to cheat the banks and people (Van
Nguyen, 2021). As the world becomes more digitalised, fraudsters change their modus operandi
methods to formulate bank frauds. They are as follows:

Case Study 1

Misappropriation of jewel items done by bank employees consisting of 90 jewel Loan Accounts
Modus Operandi:

The bank employee, who is supposed to be the perpetrator, transferred money to her mother’s bank
account, and the money was collected from jewel loan closure payments from borrowers in the form of
cheques or cash. This caused the funds to be misappropriated. These pouches of jewels were returned to
their owners without closing the account.

Also, payment for the closure of loan accounts was collected. Additionally, fake jewellery was recreated
as a morph.

On top of that, new jewels and loan accounts were created for the ones who came to either renew or
partially withdraw their jewellery. The perpetrator took advantage of the Jewel loan Mela, creating 36
new jewel loan accounts. He did that by opening or cutting jewel pouches already existing of other
borrowers, and then he availed loans to ex-counsellors, security guards, his mother, and friends. The
signatures that were needed were forged.

Questionable cash deposit entries were passed to close the accounts. The perpetrator pocketed the
amount, resulting in a cash shortage. The report was generated through the bank app, and the
information was edited and tampered with in Notepad. This false report was printed based on the
pouches that were tallied during audits.

‘When an analysis of his salary account and his mother's account was done, it was found that he used her
account to fund his online cricket betting account. Various funds were transferred to several people,
including friends and family.

Lender: PVT Sector Bank, Ahmedabad

Perpetrator: Bank employee(Deputy Branch Manager)

Amount Involved: Rs. 869.50 lakhs

Process of Detection: During a surprise check

Identified Risk Factors in Modus Operandi
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Fig 2 Risk Factors-case 1
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(Source: Author’s Creation)

Case Study 2

Misappropriation and Criminal breach of trust

A builder committed fraud by selling a property mortgaged to an NBFC without informing them or
cancelling the tripartite agreement. The NBFC had provided a home loan of 1.5 crore and was working
with the builder and customer to obtain hard copies of the Owner Contribution Receipt (OCR) and
Demand Letter, which were initially only available in soft copies. The loan was disbursed based on these
soft copies and the customer’s bank statement showing three transactions of 10 lakh each.

Despite repeated follow-ups, the builder did not respond. Interestingly, all EMIs were being paid on
time, which raised suspicion that the builder might transfer money to the customer’s account to ensure
timely payments. When the NBFC visited the property, they suspected it had been sold to a third party.
This suspicion was confirmed when they retrieved the sale deed and Encumbrance Certificate (EC) from
the Sub-Registrar’s Office, which showed that the builder had sold the property to someone else without
cancelling the mortgage or de-allotting it from the NBFC.

Lender: NBFC, Rajkot

Amount involved: 300.00 lakh

How fraud was detected: Inspection

Identified Risk Factors in Modus Operandi

Fig 3: Risk Factors Case 2
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Case Study 3

Cheating and Forgery-Multiple Sale by Builder(s)

A builder committed fraud by selling the same properties to 13 different borrowers, even though these
properties had already been sold to others who had taken loans from other banks.

The firm had built a residential project in Bhuj with 60 flats across three buildings. This project was
approved by the Regional Office (RO) in Bhuj. Five branches sanctioned 13 housing loans for purchasing
these flats.

After the loans were approved, the RO noticed delays in the execution of sale deeds between the
borrowers and the builder, which raised suspicions. After persistent follow-ups, the firm's managing
partner agreed to repay the entire loan amount within a month because the customers were not repaying
the loans.

Lender:PSB, Bhuj(Kachchh)

Amount involved: 5604.41 lakh

Identified Risk Factors in Modus Operandi

Fig 4: Risk factors —Case 3
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More stringent KYC norms should be implemented in the account opening and the bank process to
prevent such fraud (Thobane, 2023). Identification of mule accounts is essential to identify the fraud
and theft that occur at the beginning. Forensic data analytics is essential for spotting early indicators of
tax evasion, thereby aiding in fraud prevention (Thakkar et al., 2024). The use of Deep Learning can
play a vital role in detecting fraud. The paradigm shift from reporting fraud to predicting and preventing
fraud using technology (Maluleke et al., 2021). Market Intelligence on borrowers using data from social
media, annual reports, news media, etc. (Sood & Bhushan, 2022). Network intelligence and
Collaboration with all the stakeholders for prompt action and preventive measures (Mangala & Soni,
2022). Use of Artificial Intelligence (AI) and Machine Learning (ML) in the detection and identification
of frauds (Hanumantu et al., 2019). Deep learning to identify deviations observed to immediately red-
flag and detect fraud on a real-time basis (Chayal et al., 2019).
These are another new modus operandi that has been found at the national level:
1. Private bank in Mumbai loses Rs 40 crore in fraud, Rs 32 crore recovered by cyber police
Rs 32 crore was said to be recovered by Maharashtra cyber police in a cyber fraud case in which a private
bank in Mumbai lost Rs 40 crore. The police said the manager of the bank’s Hyderabad branch allegedly
made unauthorised transactions.
The action was possible due to quick crime reporting on the National Cybercrime Reporting Portal
(NCCRP). This was followed by the action of Maharashtra cyber police, who asked the respective bank
to freeze the specific accounts. It was found that the Hyderabad branch manager made two illegal
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transactions of Rs 15 crore and Rs 25 crore without any authorisation or permission. This money was
then distributed among 20 accounts in Hyderabad. The FIR was launched in Hyderabad, and the
complaint was made in Mumbai.

2. Fraudster posing as CBI officer dupes Mumbai youth of nearly Rs 10 lakh

A cyber fraud case in which a youth was duped with an amount of nearly ten lakhs by fraudsters posing
as CBI officers. The person accused threatened the victim and forced and tricked him into transferring
money with the help of police action, telling him his accounts were involved in a money laundering case.
The complainant of 26 years received a call from an unknown number that played a recorded message
and not an actual person. He was falsely informed in the call that a summons had been issued against
him by the Delhi High Court and asked him to press ‘O’ for more details. On pressing ‘0’, the line
connected to Sharma, where his full name and mobile number were asked. The complainant was told
that illegal transactions worth 25 lakhs were made from his account. He was also informed that a case
had been registered against him and that the CBI would investigate. Then, his name, Aadhar card and
bank details were taken. He was also told 25 fake accounts had been opened in his name in ICICI bank.
Agreeing to the words, he transferred 9.5 lakhs in three transactions to the given account number.
After surfing the internet on suspicion, he learned about this fraud and realized he had been cheated.

3. ‘Woman sedated, blackmailed for Rs 13 lakh by ‘astrologer’ she met online

A woman contacted an astrologer for domestic issues and logged onto an online platform. The astrologer
tricks her into taking 13 lakhs from her, saying her family is under black magic. Also, he clicked
objectionable photos while she was unconscious. The woman was a government employee in her late
twenties and registered an FIR at Swargate police station. The astrologer came to meet the woman in
Pune to perform a ritual to get rid of the black magic in her family. He took two lakhs initially. She was
given a laddoo, which she had, and passed out. Even after the rituals, when the problems continued, she
again contacted the astrologer. This time, he gave them a yellow colour drink, which she drank and
passed out again, and when she woke up, she found valuable items, including jewellery of value 2.3
lakhs, were stolen.

She even received objectionable photos of her taken when she was unconscious and was blackmailed to
send 13 lakhs or else the photos would be released in public. She took the necessary steps and filed a
FIR as soon as possible.

5. CONCLUSION

The rise of new technologies and the growing complexity of financial systems have led to increasingly
sophisticated forms of bank fraud. Cybercriminals leverage digital platforms to launch phishing,
malware, and ransomware attacks, often targeting online banking systems and personal data. Social
engineering scams, such as impersonation and account takeovers, are also rising, exploiting human
vulnerabilities to circumvent security protocols. As banks adopt advanced technologies like artificial
intelligence and blockchain, fraudsters are evolving tactics to exploit these innovations. This ever-
changing landscape highlights the ongoing need for financial institutions to enhance security measures
continuously and for customers to remain vigilant in protecting themselves against modern bank fraud.
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